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With 104 countries hit, and India among worst affected,
Wanna cry became the worst cyber threat posed till date.
The news hit the world in the first week of May 2017.

WANNA CRY RANSOMWARE

THE START:
The Wanna Cry attack targeted Microsoft's Windows
operating
system using malicious software or
"ransomware". t blocked access to computer systems and
demanded that victims pay money via the crypto currency
bitcoin. The attackers used stolen NSA tools. The
ransomware, which uses an exploit first developed by the
US NSA was criticised by Edward Snowden long back,
saying the US spy agency has been building dangerous
attack tools despite warnings.
When the "Wanna Cry" virus hit computers in at least 150
countries around the world, some called it the beginning of
a new era - an era in which hackers have become experts
at finding weak spots in our online security.
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There was also a kind of dawning realisation of
how vulnerable organisations all over the globe
are to cybercriminals.
HOW IT WORKED:
A ransomware attacks or infects individual
computers with a malware that blocks access to
all data on the system. The malware encrypts all
the data on a computer system and decrypts it
only after the computer user/owner agrees to
pay a ransom, usually in bitcoin. The
ransomware demanded payments between
$300 (around Rs 19,000) and $600 (around Rs
39,000) in bitcoin to unlock data on a single
system.
HOW WAS IT STOPPED:
The malware was accidentally stopped by
‘Marcus Hutchins’, the white hat hacker and
surfer working for Kryptos logic, a Los Angelesbased threat-intelligence company. Apparently,
the malware’s creators had hardcoded a “kill
switch” into it, in case they ever needed to
quickly deactivate the infection. That’s why each
time WannaCry infected a new computer, it kept
on checking the fake URL. Basically, the
infection would continue as long as the URL
wasn’t a live page. Curious to analyse the
attack, Hutchins registered the unregistered
domain to track the virus.

While he did not realise what he was
doing, this simple act had “unknowingly
killed the malware” with the domain
becoming a “kill switch” to prevent the
virus spreading further.
Later Microsoft urging its unaffected
users to update their systems with the
patches released, latest antivirus and
anti-virus malware. Also, independent
security researchers going by the names
‘Adrien Guinet’ and ‘Benjamin Delpy’
have released Wanna Cry decryption
tools

named

“Wanna

Key”

and

“Wanna Kiwi” respectively to counter the
attack.
THE FUTURE OF CYBERSECURITY:
With such attacks we realise that cyber
security has

become a mainstream

business. So far, the thumb rule has
been that you innovate and when your
mission or project is successful, you fix
the risks.
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The notion of ‘secure by design’ was loosely
implemented. However, given what we are
witnessing now, ‘secure by design’ is a
fundamental requirement while cyber threat
materialises only through contact, the openness
and connectedness of the internet makes contact
more likely. Hence, although a large number of
organisations were exposed to the ransomware,
they were not impacted. Industries that are heavily
regulated for cyber security controls have been far
less impacted than those without strong
and mature regulations. Organisations with
comprehensive and robust implementation of
security have been able to claim a victory, but
resting on those laurels would be a mistake.
They were not impacted because they have
a
strong
patch
management
process,

have invested

in threat

intelligence

platforms and have built a strong cyber
defence

Cyber security

calls for a

focused and fresh look at how to secure
your business from cyber-attacks.
Wiseguyreports.com
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Cyber

security market is expected to grow at a
CAGR of 10.7% for the forecasted period
of 2016-2021
With our lives becoming increasingly
connected to the internet, are we likely to
see the growth of things such as cyber
insurance? How do we even start to put
a

price

on

our

data?

And

do

governments themselves have to start
budgeting to protect their populations
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from cyber extortion?
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Well, we need not worry we have two
organisations working 24/7 for us, although
none of them are much discussed in this

CONCERNS
So, what do we do now?

context, sadly.

Who is looking after us?

So we introduce you to 2 organisations:

Are there any preventive

1. NIST-

measures that should be

National

Institute of

Standard

and Technology
2. CERT-IN-Computer Emergency Response
Team-India

adopted?
Who would tell us about all
this?

The NIST Cybersecurity Framework provides
a policy framework of computer security
guidance for how private sector organisations
can assess and improve their ability to
prevent, detect and respond to cyber-attacks.
It

provides a high

level taxonomy

of

cybersecurity outcomes and methodology to
assess and manage those outcomes.
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CERT organisations throughout the world are
independent entities, although there may be

“As the world is increasingly

co-ordinated activities among groups. The first

interconnected, everyone shares

CERT group was formed in the United States
at Carnegie Mellon University.

the responsibility of securing
cyberspace.”

CERT-IN was created by Indian Department of

― Newton Lee,

Information Technology and works under the

Counterterrorism and

auspices of this department. According to the
provisions of

the “Information Technology

Amendment Act 2008”, CERT-IN is responsible
of overseeing administration of the act.
The CERT-IN may call for information and Give
direction to service providers, Intermediaries,
data

centres, body corporates, and

any

other person for carrying out the mentioned
functions.
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